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(54) STORAGE MEDIUM DRIVING DEVICE, STORAGE MEDIUM AND DATA PROTECTION 
METHOD 

(57)Abstract: 

PROBLEM TO BE SOLVED: To execute various 
securities without raising the manufacturing cost by 
searching a control program for executing a processing 
from a mounted storage medium at the time of judging 
that the control program for executing the processing is 
not incorporated in a resident control program. 
SOLUTION: A personal computer 5 interprets a 
processing request 4 by the program of its, own . 
application and sends it to the processing part 8 of an 
MO driving device 2. When the processing request 4 is 
reported, the processing part 8 uses a resident firmware 
9 resident in the resident firmware area 10 of the MO 
driving device 2 and judges whether or not a firmware 
for executing the processing is incorporated in the 
resident firmware 9. Then, at the time of judging that it 
is not incorporated, a search for searching the firmware 
for executing the processing from the ciphered 
firmwares A, B, C... stored in a set MO medium 1 is 
performed. 
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/^yA^lffltSi^^ Lffi 
Lfc«#P:/n^9**R*»&R»*Ri:* RRi&^a 

[R*«2] *H^ttfteittti*:«:mr«eiUttM: 

bbssbk^t* 

9 Mi. ^<^^3S^llfr^#^a5^^0^»wS<5 
R*5&tfRi&¥«£* KRi&*ai6SR^5&^/flW«i^ni 

p ^ ^ a &»;w&tf»&^a ^tt 

**^IStta«:SicH*^««*R^tfH«"««Rj& 
«*-r-58t*3S 2 E«<OEtS*ft:BI(j3£Bo 

Bo 

a^R^/^^*J»^a>7A^jgB^ig^5*>S:*J»r 

WEaa*ads*irE«w^o^7Atift* 

[R#*6] fflEfmfBttP^P^-Mi, JltrE»£#- 
a^a*a*«F*o«M«l^n^9Ai:, l»ER»*Ra s 

R*a^tf»j*^D^7^fc*sn— i?fcs*^^*w»f 

14. WERa*a*SR*aA/«««!^ci^9A*r«*.a 
* tt^R*S 4 Xf4 5 lwEif£tf)E1t&#BI&3£fi 0 

[R**7] miBH*«*RR5&*a£Ji^f±. nfrEB^r 

0««<DR^^**JhS*LTl^»**3'-6 0{prtU 
**lzERoE1ftft*BlbS». 
[R*JI8] *nER&*R«*f4. MrBBRIKflca»& 



oWE«HP^p^9A^R*a*«r*±SnTV^5BI* 
* l - 7 0ffl*ua*lcBRaBtt£ttRBRB. 

d^A rt « w«» S ttfc tf -IWtflMi £ R*i& W» »Ri& 

#a^r. »##Ra*a*sR*a/ytfB»»ft««36*e>m 

E^^n^^A^KRSixfc*^***:^^****] 
R#® R»mWr*a****ftT^*i^i: 
«(rUfci#l^ lWERi&*af4WEfBW^n^9^*r 
R*iMf R** l ~ 8 ottJiiMrBReERKmibtt 
io Bo 

[§S^3S1 0] R^3^Ett$tb^:E1tKA:BabS 
B t^Bft £ *b 5 EtS«EttT? o T , 

[R*Sl l] R««9«3:ERSixfcE1»ttE*WbR 
«^B»Stt6EttJKffT**>oT. 
Elt L T ^ 5 WEE* a£f£B»££B <D #M * o ^ 9 A f*) 

20 

[R*«l 2] #lftBTRftEl*ttEfl:^E»Snr^* 
E»ti?«co«R£. mEE«K**BBrr4E*«»B 

«TEE«a#B«««^*fir S*KM»^c2 ^9 A 

^7Am^tnti^«^JSrL, SfcWWL 
fc£#fc. *#UT^SE*ttE#^bmE7 f --^«R*r 
30 &*:*tff^:/n^9**«UHU RbmUfcRW^ 
p^?*«rR*»*% R^aA/«M«l^p^9A«ra* 

'[R*Sl 3] #K^riBftE«B#^E«SttTt^* 
E«*«*>««*. «TEE1«lK**Btt-*-*E«ttE**« 

WEE1»**B«««lc«jB^S*K«S«l^p ^9 
f4. Bf*^^«r»Ti-^#^*^e>oJB*l::S<5* % 

■WE^tiiff-re^^-^flftR^fti^tffBdWi^p 

[R*S14] REWKMR^o^^Att, fftEEtg 
1K*^6E«B»W^B*<0«««:R*5&*. R*£As 
^B^fff«&fflt^TfflrE«M^p^7ASr«-g--r-5 

so [R*3gl5] UEttaW^B^JAtt, R^i&A/ 
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«tttf*tf> 5> SMBfBHW^ o ^yA SrSc^tf C b 
5f»*Si 2—1 8 0<prtu^^fa«cOx— ^«Sl^rjSfeo 
[»**2 0] ME»KI|iJlP^o^?^lt «fE«m 
^p^7^rti-«»*ixfeiff^l:««*R^5&^ R* 

[00 0 1] 

»W«)It6S*»W *J8Wf±. DVD (Digital 
Video Disc) x CD-ROMWMO (Magneto -Optica 

1 ) mv>mm&mte&mmm^»ztix^zm&mn 
[0002] 

60 

[0 0 0 3] 

J&9&i£;n,TL£9 = tfH»JhSfaHz*:*y x^a* 
>/9^ (:7 r -^*^T) a*4«-C*>iK Ctt*K«ME 



fE«^fls:^®iiSB^8S!ig=»^ ho±**:ffl< 
[0 0 0 4] ±»UfcJ:5ft*flHw«^Ttt 

*=u jlf>( *mft-tZ> r. £ dS^IBttfBttflEMB 
[0 0 0 5] 

10 »3Sfi^*5^T, WKfWftl^n^A^fiUXfeO. 
b-tZ> 0 

20 [0006] i(©ia«a*ttBi!p«B-ctt. ww^aas* 
m^x^z&»mm*btem&mxT-rz&<om»y*r 

HiLfclMW^n^^AfcR^a^ a5i*a#, rw& 
mia^ *#*^ i ey*rrtj«****:** s ft<, s 

30 mfrTZ ^ b fr^MXtbZ* 

[0007] # 2 » w k« s &&mftwmmm&, mm* 
^mt£&feMft*mmTz&fem#mmmm\z&\,'>x, 

40 RJW&tfR»*ai:, BERii^a^R^Ayfc'ftiai^n 

my* y?j>>*mfrj&t*mk^WLb zm^z^ b 

b1-Z> 0 

[0008] c^iB«fiEffffi»»B-ett. ww^ads, 

*Wn1rZ>1k<F>W®*?*?7 J»&m&>j&&tix^te^b 
Wftl>1tb$\^ «**a* $ , 36*UTV^IE»«tft:^ 

50 ASrR^ii^ m^mK K^A/^H1fli^D^7A 
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*<, ****** y x-r SrHfrrsc^* s ^itB-e*> 

[0 0 0 9] ®35IBJI-«5fB«aE*^lb^B«. ttrfS 

B*^»«*R*»tfB*»«R»*a*«;t* *JfS« 
»#®f±, RB«flmR&^a*'R*&A/£^BW<0 

[ooio] r. (Dtzmmttrnwimmx-te. B«ffl«RR& 
3k a»*»f4. B*««Ra*»* s R*a^«B*o 

mzmrt-irz ~ 1 &x% z> a 
[ooiu mimw \m a ^mwmmmmn. mm 

[0012] r (Dtz&mftmmmmx'te. mm^&&, 

S^*h^±#&«<w£*<. ***** 
[0 0 13] |R5«n^«eCWiHBRitt*f±.. ntm 

[0 0 14] i<Z)E*««c(B»»«-ef4, WNVr^S 

ommcoikmmfrtstbx, fttmm^^9^tw» 

ftpr«i:W»rU/5:t#l^ a&^aa*. R»*aa*R* 

bwp^o^ja ^ Ri&^a^tt^^^^ftijai^D ^7 

A **a*&tfw *«:*<* Him:i:^<, * 
£>3L7-as3&£L*t\, *ft> ^f^^^y^I^^r 
*£*#*<* «tt=»*h«>±#«rffl <££*<♦ ** 



[0015] m6as^»c«-5fEtejKflcffi»^e«. wis 
»k*j»^o^7^«. «riBa5i*a^a^i&^*^© 

ffllW^u^A^ «rlER5&^»*sR^j&A/«»J»^o 

tpmvtit^n. «riEai&^«tt. atrER^aasR 

^5iAy««y»^o^7A*a^5&*ftVNCt*4*«^i- 

So 

10 [0 0 16] r^fBigj«ft:^«I^BTtt, W-W**a 
*«*sR*a^«fB4W-^o^9AfcdsW---c*>a*»5^ 

*j»rufct*tt. ai&^a«\ Rii*a^R*aA/««i 
«7 p p^7^Wji^4i'^"c% ^ifc^ib^-rsr 

<. ho±#tffl<^i4<, ****** y 

[0017] ^7^0j(^5IEti^*iglb^»i. ffirlE 
20 B^f»*Ri&^aEA*H** l»EB*^««<aR3M**S: 

[0018] r (nm&m&mwimmx^ b*iimrr& 

^afiJWttu E«»Efrfe«-B^^««^)R^^*«-it 

*£.fcf±-e**v\, Sfc. zfc**;*^y &l*|j«Sii-Sj& 
H^*<. 8«e=3* h*>Ji**«<-£*<. **** 

30 [0 0 19] ^8^IW^«SE«aEfls:^»i^B{i. WE 
R&*a£WU*. WEtettMltf^fe^WEWW^p-^^ 
AoR^ii***Jh*^Xt^C^fcW«i:i"«. 

[0020] z.<Dmfemftmmmmxte. r^sw. 

fi*K E«ai**>&«W^o^.9ASrR*.j&Ay-e. EtS 

rtfi-e#*t\ ***^*y *\ftmzitz>&m 

40 zz. y ^ -< ^rUff-rs r i: *5 prte-e$>6o 

[0 0 2 1] S9^l:«^» EtS^^ITO^B^. WE 

^fcB»^t««SrR^ii^l«-§-Ri&*a^. BEBt-5-Ra 
#adSR^A/m#ftif**>^WE»J»^ni^7Ads 

&®.mm^m>&mztix^fo^tmmi,tik%\^ m 
ERa^attWEWJW^ni ^9 A*R*at> - ^ **m» 
£-r*o 

[0022] coE«aE»BB36Bt?tt. ie-§-Ra^a 
so a*. E*awcE»**tfciw«i^p^9^rt«wfR»stu 
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[0023] mi o»wic«s latitats, M#*3fc: 
E« £ ;ft,fcEti«t{*:IE»^B dm S tt5 E««Eflct?*> 

[0 0 2 4] r(DlE«fiE»t?tts »#«3dE«£*Wfc 

D^7iN^ft6o raxMJ;?). EttttfMRlb&Bl:: 

[0 0 2 5] Ml l»W^«5Elta*fl, f»*3®9{C 

ot, e» u x ^ s at eew k wbbi&b (o^m?*? 

[0 0 2 6] C<Z>E««flsT-tt\ »#«9dE*S*bfc 
Et68Efl^fb^fia s > E«*;h,fc«dW:/*^9*rtd« 

[0 0 2 7] «1 238M^«5'7 f -^«»*ffifi. *flfc 

3ffl*:jl1T'*--6*fT*B**&«5»««2:*<5#. ffifEftLS* 
fll^ci^ASrBEUBU 8BUfflLfcfil»^ni^9AS: 



[0028] :oT-^ra*ttm Etgg£#igKj3£ 
Bd»Er6fm«MW7 p ** r 9Afi, Bfie0>««S:*fr 

S U ff*«WUi:i:Sd* Kflt^S 

io K»iSfi^#*>*ySrrtjKS*Sie** s ft<, Ett 

[0 0 2 9] JBl 3 »Md«S^- «rfi& 
EE«a***tbi-5E*li*TO»B^fM«i^p ^9 

Aia mt$f-^«a*ftT?*)ot, tWEEttat 

#BB»«fit!i«E-r**E«MW^n^7Ali. Bft^fi 
afc*f¥i-6*fTtKB^?>^iBW-*<5#. «rE«tSSr 

20 *&*;h,X^Sa«avHWrU fffcWHrbfcfcSd* 
K^UT^SEI^^^ME^-^ftai^ft**^* 

[0030] *fi«#i6-e«:* EttKfMHhK 

Blc*Ei"**EM«i^o^9A«i, 0r£tf)«MS:ISfT 

i-**f?*Ba*&^»»d*<5#. ^ssriifT-t-s&o 

30 5*>5a»«WrU 5fc*WrUti#d. gf Lt^6 
E1MI*^6^-^«»*ft**tfi*^bS^M«^ 
n^^£8£Lmu KLfflLfcM#P:7n^?AfcR* 
R*aA/*fiMW7 p a^9A*:fl[#U. m-^L^c^iJ 
«:7o^7A*»;W&t*. C*tdJ:!K Etgg£#I*ifr£l 
Bd*****!* *rrtj«***£*#ft<* E«ttEfrSK 

40 £ 0 

[00 3 1] *U»!Bl:«5f-^««*i6tt, AWE 
^ESHW^n^Artu ittEEIBIKff^&EttttEflctt^ 
B*0)flMS«:R*»** R*&Ay*WB*^tt**fli^ 
TTOE*JflP^o^7ASrtB#i-6^i:*»*i:-f-5o 

[0 0 3 2] r^-^«»^ftt?fl. Etgglft:ig®Jg 
■o«BWI^B^?Attt, E«Bt**^E«ttt*«Jw 
H^»*SrR^i&^. R^/u^H*T^«**ffli^ 

so <. eitltWBIiiSloKiga^ h^±#$r^< r 
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t&<. «^^ir^r^.y^-f zmn-tzz t^mx^> 

[0 0 3 4] ^(Dy'-f&mJj&Xte. fZfem#m®m 
<^±#£*B< C<hft<. #*fti?3^ V T^Zmft-TZ 

[0035] Si6^ni6f-^§im Stria 
m^mxfozfr&frzmmi^ mm^mxtbztmmis 
-rs e 

[0 0 3 6] :(Df-^i^^ii, istg^ig©^ 

m&te/v inula 7*^7^ ttmte -jvy^j* s 
&yj*t mwhhitum^ *yyj±t &mm*sm? &> s 

[0 0 3 7] Si 7^(I^57-^^ftll WI2 
[0 0 3 8] r<^-*{fc»;frarCte, RtSflE^RKiSI 

S«f«£fflj3£H lc * # ft * y £ M * * 5 &C*< * < , 
[0039] »i sigMJ-as^-^fifeaiirfett. Mia 
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[0040] ^<Dy*-?i%mjjfexte. tzfemttmmm 

[004 1] fl 9*EI£«6t*— WIS 

o^7i\ frRJWMfw fc *2£lt-r 5 r «h i" So 

[0 0 4 2] GttlKffKKltt 

o^7A^ii^ IBltlKIWftSHItrMiPUT. 

<C\ ^ft-fe^r=.y ^^SrHfTi-Sr t^^JtE-CfcSo 
[0 0 4 3] f2 0^^6f-^Wftfl AWE 

t^#«^-rSo 

[0 0 4 4] r^-^fRa^fe-Ctt. iBtgSEft«Sli£ 
^n^7Art{^««fS^feBt^t;««S:SE^6o 

Tx m^^tm^itmm-hmmy^^y^^m.^ 

#fty^ey«:rtaS J frSf^5ld»ft<. IEtatttE»«f»»B 

cD®iit=i^ h^)±#^^< c^ft< . s^m^y7 
40 v< $r^i-s w ^ ^ prigr-*>So 

[0 0 4 5] 

$:^-ria®{wS<5v>rsiW-rSo am 

so 4*5ftStt^ii:#. A-yt/^yfa-^5|j:iGW 
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[oo4 6] ^sa8n x mmm&4&tex-btiz>h. 

MO K7^ygi2^77-^^x7g«cl 0l^ 

14, ir y h$nx^6MOi*l 4rl2»U MOg£{£l v io 
{-lE«$ttT^6llf^kS^fc7T-^l>*rA, B, 

[0 0 4 7] *Q«S$8f4. «a77-^^x79^ffl^ 
X. MOK# 1 if OflfttfeS ^ f 7 I D«Et 7 

fV7 I DlB#7Srffl^T. 77-A^r60Sfl 
3^rtti\ Lfc7 7-^?*7 6 SrP-f^f 
T-A*~T««1 l^*#^tfo *Qf3S95 8f4. 
7-^x79^Pt, 8fU:77-A^x76 20 
<7} x o-7 f >f^77-A!>x7Bltl 1^5>fiTH^ 7 

^^x7A, B, C---W(OS«l:W^tl^3 
[0 0 4 8] 02ft :(DJ:9«^MOK7'l'^ 

■ 2 4: Mffl-t Z>/<—y l-fr =is\?=i. — # 5<D mft & m-f 
7P-ft-ht^^ m 3. 0 4f4, r<7>J: 5 30 
<7)MO K7-f ^B2 0»f££;^1-:7E2 — ^ir— hXfc 
6 Q fiTFte* 02, El 3. 04(O7p- h£r#B8 
^-yt/V3ytV-^5WMOK7^f^ 

f4, ^-lF3a*£&3SB#OA*J&3^ofc£# «2, 
s 1 0) . JBiaai*»*»6ftW*t^«ft^*»ff*»«rW 
^rb (Si 2) , »ft«t^iB-i:W»rLfct#f±, ^7 
— ^^4rff 5 (S 1 3) o 

[0 0 4 9] y^/i^a^tTa— * 5 #4. £{+tt«Tffi 
^*J»f U^tt MO K7>r^3S« 2 ^S^SriS 5 40 

(SI 4) . *0f3®B3ft4*fTV^y ^"-^"f -So MOK7 
-f ^SSIB 2 OSQf3lfflS 8 fi. »B77^?*794:i^ 
X, yf/Uaytfa- * 5^b^3®®*4 0jg^ 

^ofc^# (SI 5) , ^co^S^HfTffl^r-A^ 
xT^MO K7^^fi2rtllfet)gB77-^^x7 
9^a^a*^rt>-5^5^S:*J»r-r6 (SI 6) o A£i 
Ho*ffffl7r— ix^air^^a^r-A^^r 9M» 

(3 18) y 

[00 5 0] &3g&S8f4, SB77-^!>x7 9S:»^ so 
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X, fel^llfTffl 7 7-^? x 77}5»B7 7 - A x7 
9l^«^a*nTW^t^*JWrUfei:#tt, MO K^-f 
y3SB2^-fey hur*>-5MOlKft:i S:B»S-arT. M 
O^frl_hT^S(0^fTffi^T-A^zcTcDai^l 24: 
frl^ (S2 0) , ^3S<D*fT^yr— ^">^T^tev>^ 

h UTT J; 5 Kit ^£ttJ L (S 3 2) . Hffffl7 

ofc£#J4 (S3 4) ; /<-yt/^yea-^5lli 
9—***** 5 (132, S 1 3) o 
[0 0 5 1] «yffiSS8«u »fi7 7-A?x7 9S:ffl^ 

UKSttfcfcStt (S3 4) , h UESftfcMOfiE 
flci 4:iEli&£-£:X, MOK* 1 ±t^So^ffffl 77- 
J*$ = y<Dmmi 2&ff? (S20) 0 M^8(L f 
•B77"^!>x79^V^X MOSEffcl -hX^S^H 
ftffi77-^?x7(OS$12^ff^ (S2 0) , 

- * * = y 6 dsafeK $ *VC ^ 6 ^S^4r*J^r-r 5 %><D$% 
^k«*-e*>s*&««*R^iiAy-e^y^u (S2 
1) , -77-J*V^T 6&&m.£tiX^Z>bWftL'izt 
#(4 (S2 2) . /N-yt;l/3yta-^5[:x7-i 
^£it:6 (H2. S 1 3) 0 

[00 5 2] &3lg&8f4, ^77-^^x79^^ 
X, S£(ff**ffi;WZ^X^~y* U (S2 1) . -77 

-A^^T6^Qfea$tbx*3^>"r. 

tmmiritkZte (S22) . Mog*iiw#t 

$)5^7>f7I Dia^7<aSS^i£#.l 5&?r\>\ 

I DfS#74rffl^X. ^7— ^!>x,T6<DS^& 
* (S 2 3) 3«:tf 5 (S 2 4) o *fc, m^-U 

f:7 7 -A^T6 ^SB77^?x7 9 ittftSB 
BE*rffl\ --taHS** It, «B77-^?x79 i:7 

A?x7 6(^^L^iE/«f^n^7A/&5f+iD$ttXV>* 

t7 7 -A?x76 td«ii»priB^5^*r*i]BrU (S2 
4) . ffii:^JB7 7 - A x 7 9 7 7 

— J*$^Tb, 77— ^!>x76 bfrttM-TZ (S2 
4) 0 

[0 0 5 3] #LJ!S$8f4. «B77^?x79S:ffi^ 
X. «tlfc77-A!>x76^B77-A?x79 

bmm^MbpmLtzbzn (S2 5) . /«-y^ 

=j>-fc: 0 ^ — * 51H^7— (02. S13), 

#L3lSR8f4, SB77-^!>x79^1^X 
77-A*x76d5gB77-A^x79 cbiS»J^^ 
¥Ui£rL*L£#f4 (S2 5) , 8fLfc77-A?x76 
^ x o-7 f -f^77^!>x7fl«l 1^&«B77 
-^^^T^l OF^^^^r — ix^x:T 
^ (S2 6) , ^ <7>a^ii^*SE»jr»T "TiXtf (S2 

8) . MOK7^7 r 8fi2^ ftyas*4*i8? ! f-r*» 
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[oo5 4] (au mm&8frWE\zis$t7T— j*v^t 
z^t 6 tt>m—<ot$ (s<— v^a is&mctz) (S 

2 4) fi> 77-^!>*T6«)«»a* (S2 6) \*ff 
jb/jriN, ciiia^ MO K7-<^K«2li. ^fc£*L 

SriiibS^T, M0»107r-^^TA ) B, C 

^St (s 3 o) y *-^-f 6 0 

[0 0 5 5] 

[0 0 5 6] ^2^WiC«-5IE«SSft:i21b^St-J:n 

[0 0 5 7] JR338W^«5IB*a*IHBi3S»cJ:tt 
<0Jh#«:ffl< c£*<. «*fcir*~y^**fT-r* 

[0 0 5 8] »4»Mtw«-5ia««tft:BEtll»«{-<ttt 
[0 0 5 9] IB5«P^^«51B«atft:KibK«t-J:^ 

[0 0 6 0] |R6»M^«SE«affKBSIWw«ttt 
tf. «**ttfP*i-*Ci:ASft^o Sfc* *y 

[0 0 6 1] jB7%ntc««ewHEf»:aabsaiwj:tt 
ff, /<— y-jvua ^ex.-fmcotemmrtmmK tats 

afclr\ *S*>*y*rtjKS**iMMSfc<* K 

ign* h«>±#*«< ****** y^** 



[oo6 2] ms&mc&z&mtttwm&mizxth 

fi, />-yt;^yt'a- ^«f(D&ailtfft«*^ Elf 
ho±#&ffl< «*fc-fc*~y^>rS: 

[0 0 6 3] SB 9^M{-«^IEtiJR«5:^lb3SB{- Xtl 

#*^^y«:rtjKS*6^»dS*<s K^-tll- 
*rffl<^fc*<, W^ft-fe^ray^^SrSltrraw^dS 

[0 0 6 4] mi 03Bw^«-5E«a*jJicttutf . tste 

[o o 6 5] mi l*W^«SIBl*«;*fcJ:*uf*. fa* 

E«&#re»3SBt-:fc 

so [0 0 6 6] Si 2HWI^5f-^§»*Siatl 

ri. B*jK#TOS«^*#*^*y*rtK***^* 

[0 0 6 7] ^1 3 5l^tcffi.-5.-7 f -^«SI*«^J:^. 

«***^»y^-<*:*tfi-5^i:36 s «riB-C*) 
40 if(OT% ffi(Z)E1^*l»«B^»4llfTt?#*^^ft 

[oo6 8] mi 4mmzmz>7*-?{%mjjmz£ti 
*s^< > EtttttweibSB^astii^^ h^±#^a< c 

?J»*. E««K»«J-H*^WP«*ffl^T«*UTa^ 
^tf(OT\ ffi^Etta*feB3Sfit?fi|lfTT-#*^«!iS 

so [0 o 6 9] Si S^tc^S^-^^S^it^^tu. 
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